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E-mail: cexcochi@nic.in Fax: 0484-2390608 Phone: 0484-2390404
Date: .08.2020

OFFICE ORDER NO. 06/2020

Sub:- Procedure for reporting errors in logging in WebVPN or for
creating new WebVPN for accessing eOffice by Officers - reg

It has come to the notice of the undersigned that officers are reporting
directly for issues in logging in WebVPN to eOffice, PMU, NIC instead of
following the proper channel. Hence for all WebVPN related issues the following
procedure is to be followed by all concerned.

In case an officer has received an SMS or email that his WebVPN is
created but he/she is unable to login in the portal https://saccess.nic.in then
he/she should raise a ticket for the problem by visiting portal
https://servicedesk.nic.in or calling NIC service desk no. 1800-111-555.

In case an officer has not received an SMS or email that his WebVPN is
created or is a new employee in the department he/she should request for
enabling webVPN by visiting portal https://eforms.nic.in. The procedure for
applying for WebVPN as circulated by DGPM is attached as annexure to this
order.

Officers having any query or require any help in relation to WebVPN or
eOffice may contact Headquarters Systems Section.

K R Uday Bhaskar
Principal Commissioner
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To
All Officers & Staff of Kochi Commissionerate
Copy to:

I The Superintendent Systems — for uploading in website.



File No.GEXCOM/SYS/EO/1/2020-SYS-O/o Pr COMMR-CGST-KOCHI

Annexure to Office Order No. 06/2020
Directorate General of Performance Management, New Delhi Submitting
WebVPN request via eForms

Quick Hand-out

This hand-out describes the steps to submit the online application for WebVPN account, for the
employees of Central Board of Indirect Taxes and Customs (CBIC) to access eOffice.

This hand-out consists of the following five sections —

Steps to login in ‘eforms.nic.in’.

Steps to apply for VPN account in ‘eforms.nic.in’.

Steps to check the status of the request(s) submitted.

Steps to approve the request(s) submitted. (For the reporting officer)
Steps to update ‘My Profile’ in ‘eforms.nic.in’.

moow»

The workflow of the levels of online WebVPN application is described as follows —

Submission of Approval from Approval from

NIC VPN
Team

Reporting Organization Coordinator

CBIC NIC
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A. Steps to login in ‘eforms.nic.in’

1. Open the web browser (such as Mozilla Firefox, Google Chrome, etc.) and visit the site ‘eforms.n-
ic.in’. (figure 1)
2. Click ‘LOGIN’. (figure 1)

HOME SERVICES IN FOCUS FEEDBACK CONTACT US

eForms: Online Platform for all
Services of NIC

This portal helps you to register for various services offered by NIC. Besides submitting
the request online, it also helps you to track the status of the request through Tracker
option. You are also notified through email and SMS for every movement of the
requests.

-mnu@ USER MANUAL

Figure 1

3. Enter your email ID and click ‘CONTINUE'. (figure 2)

Login

Sign in to Portal

Enter Your NIC/GOV or Alternate Email ID

harpravesh 0081401 @govin

Figure 2

4. Enter the email ID’s password, the Captcha and click ‘CONTINUE’. (figure 3)
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Login

Enter Your NIC/GOV or Alternate Email ID

harpravesh g0&

Password

Enter Capteha

Figure 3

5. Enter the OTP sent on your mobile number registered with your email ID and click ‘CONTINUE’. (fig-
ure 5)

@Govin | e-Forms x °

@
< C & eforms.nicin b4 @ Incognito

Login

Verify OTP Details

If you want to update your mobile number in NIC central
repositary. please click on (Update Mobile)

Enter Your Mobile OTP

Please Enter OTP sent on +31XXXXXXX740

S e e

Figure 4

Note - Refer section E. for steps to update ‘My Profile’, if the eForms portal request for profile
update after login.
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B. Steps to apply for VPN account in ‘eforms.nic.in’

1. Go to ‘Our Services’ in the navigation panel and click ‘VPN Service’. (figure 5)

G Forms = WM ] e Tn—
TEIEE SION

Employee Code

@, Authentication Services

LDAP,
{1Der) Email Address *

«§ Distribution List Sarvices
i harpravesh.goBI201@govin

= Service:
T DNS Services per(0) Telephone Number(R)

& email (@gov)

IMAP/POP Enter Your Official Address *
alll 1P Change Requests

u are posted * District/City Name * Pin Code *
@& swussenvice
v -SELECT- v

B sMmIP Gateway

[0 update mobile in{@gov)

&5 VPN Service Step 1 CONTINUE

Virtual Private Network Services

= WiFl Service

A webcast Services

Figure 5

Note: If the message to update profile is prompted as shown in figure 6, then refer sec-
tion E for the steps to update your profile.

Yiosa neod bo Updals Four profin Tt

Figure 6

2. On the online VPN request form, choose the following details as mentioned below -

a. Type of User - ‘New Request’

b. Choose Coordinator - ‘Organization Coordinator’ and select the details of the VPN co-
ordinator (Mr. Mingma Sherpa) for CBIC from the drop-down list.

c. IP Address
i. Select - ‘Single IP’
ii. Based on the eOffice instance you are user of, enter the ‘IP Address’, ‘Application URL’ and

‘Destination Port’ as follows -

Enter IP .. Destination

For users of ddress Application URL Port Refer
Instance 1 - All Directorates (Except DGGI),
Al Customs Zones, CGST Zones (Bhopal, | 10 194.164.12| https://eofficel.cbic.- 80,443 | Figure
Bhubaneswar, Guwahati, Hyderabad, 6 gov.in 7
Meerut, Nagpur, Pune, Thiruvananthapu-
ram, Visakhapatnam.)
Instance 2 - DGGI, CGST Zones (Ahmedabad https: : fe -

, ) ps://eoffice2.cbic. .
Bengaluru, Chandigarh, Chennai, Delhi, 10.194.164.13 gov.in 80, 443 Figure
Kolkata, Jaipur, 1 8
Lucknow, Mumbai, Panchkula, Ranchi, Vado-
dara.)
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iii. Server Location - NDC Bhubaneswar
d. Remarks - For WebVPN Account to access eOffice

TS T s B
National Informatics Centre 4, Harpravesh NA f

MESSAGING AND SMS DIVISION

Step 2 a.
Type of User *

Mew Request (O Addto existing () Renew () surrender

Step 2 b.
Choose Coordinator * Choose Co-ordinator*
(®) organization Coordinator () stateCoordinator Mingma sherpa(mg:sherpa@govir v

IPAddress* Step 2 c.

(&) singlelp Q) IPRange

Enter IP address * Application URL Destination Port *
10194164126 https://eofficel.cbic.govin 80443
Server Location”
NDC Bhubaneswar v
Remarks

Step 2d.

Enter Captcha*
capteha  Obyiysd < gaxwsH|

Step 3

Preview and Submit

Form for users of instance 1 - Figure 7

TS T s B
National Informatics Centre 4, Harpravesh NA f

MESSAGING AND SMS DIVISION

Step 2 a.
Type of User *

Mew Request (O Addto existing () Renew () surrender

Step 2 b.
Choose Coordinator * Choose Co-ordinator*
(®) organization Coordinator () stateCoordinator Mingma sherpa(mg:sherpa@govir v

IP Address *  Step 2 c.

() singlelP (O IPRange

Enter IP cddress * Application URL Destination Port *
10184164131 https:/feoffice2.chic.govin 80443
Server Location”
NDC Bhubaneswar v
Remarks

Step 2 d.

Enter Captcha®
Capteha  Ohyiycd O gasxwsa|

Step 3

Preview and Submit

Form for users of instance 2 - Figure 8

3. Enter Captcha and click ‘Preview and Submit’.
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4. In the ‘Preview’ pop-up window, verify the details entered such as ‘Reporting Officer De-
tails’, ‘VPN Details’, Remarks’ and Co-ordinator Details with respect to details as men-

tioned in step 2. (figure 9)

Preview Step 4 - Verify Details

VPN Request Form

Personal Information

Name of Applicant * Designation * Employee Code
Harpravesh NA TA
Office Address

Postal Address *

CGST Sector 8

State where you are posted * District * Pin Code *
HARYANA o Panchkula 134109

Telephone Number (O) Telephone Number :(R)
..... Te i C Er

Mobile * E-mail Address *
+OIXXXXXXHTA0 harpravesh.g08140l@gov.in

Reporting/MNodal/Forwarding Officer Details

Reporting/Nodal/Forwarding Officer Email * Reporting/Nodal/Forwarding Officer Name *
ashokk.gl&8s01@gowv.in Ashok Kumar
Reporting/Nedal/Ferwarding Officer Mobile * Reporting/Nodal/Forwarding Officer Telephonse *

HOIXXXXXXXSTE 0172-2569788

Reperting/Nodal/Ferwarding Officer Designation *

Superintendent

Organization Details

Organization Category Ministry/Organization *
Central hd Finance
VPN Details
IP Type IP Address Application URL Destination Port
single . 10.194.164.131 https://eoffice2.chic.govin 80,443
Remarks

FOR WebWVPN ACCOUNT

Co-ordinator email

mgsherpa@gov.in

lagree to Terms and Conditions

Server Location

NDC Bhubaneswar

Step 5

Clos Submit

Figure 9
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5. Select check box for terms and conditions and click ‘Submit’. (figure 9)
6. In the pop-up box, verify the reporting officer details to whom the request will be submitted &
click ‘Yes'. (figure 10) (To update the reporting details before submission refer section E)

Reporting/Nodal/Forwarding Officer Details
letz

We are sending your request for approval to email address
(ashokk.gi68801@gov.in) 4

aga
Name: Ashok Kumar

Email: ashokk.gl68901@gov.in
Mobile: +IIXXXXXXXSTE

wdld riLo

Are you sure, you want to proceed?

341 Step 6 thul

[ - i

Figure 10

7. In the form submission type window, choose ‘Proceed online’ and click ‘Final Submit’. (figure 11)

Tt g s e -

GING AND SMS DIVISION

eForms Home * Virtual ate Network Servicaes

Form Submission Type

Please select any to proceed:

O e-Sign the document with Aadhaar?
(Delivery of e-sign with aadndor depends on piatforms outside contral of NIC. I case of deluy, you may ehoose to proceed online without addhdr)

(8) Procesd online

o Proceed manually by uploading the scanned Copy?

(Horo, in this sption, you will have to download the gonaratiss PBF ond wil Heys ta sign and stomp snel than Uplose 1t agoin on the ofarms TRAGK USER STATUS moduie 1 gol the roauast prosesssd)

W ET | Step 7

Figure 11

The VPN request id is generated and displayed in the pop-up box for future reference.
(figure 12)

Your form has been submitted

Your form has been submitted and your Registration numberis VPN-FORM202008010008.

You can use it to track your request. You can track your request using i BRIEEREEH

For any assistance, please contact on 1800-M-555 or mail us to servicedesk@nic.in.

Figure 12
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C. Steps to check the status of the request(s) submitted.

1. Go to ‘Dashboards’ in the navigation panel and click ‘My Request’. (figure 13)

@Forms = . s (@)
g Ry - SION g

Q Dashboards

* My Request

Pending Requests Completed Requests

@, Authentication Services
=i (LDAP)
< Total Pending Request

Distribution List Services

T DNS Services

Show| 10 % entries Search:
Email (@gov)
App Id Email Status Date ©  Actions
IMAR[POP
h goB1oI@govin Pending with RO[NodallFO 2020-08-0113:45:320 Actions -
,|||1 IP Change Requests
- i showing 1to10f1entries n
‘ SMS Service -
B swircateway
= -
httos://eforms nic in/showUserData
Figure 13

2. Requests along with their status can be check under 4 categories (figure 14) -
a. Total User Request
b. Today’s Pending Request
c. Total Pending Requests
d. Total Completed Request

5 AND SMS DIVISION

Total Total
User Requests Pending Requests Completed Requests

General Filters Total Pending Request
Application show| 10 % |entries Search:
D VPN Registration

App ld Email Status Date + | Actions

S

Status

VPN-FORM202008010008  harpraveshg08140i@govin Pending with RO/NodalfFO | 2020-08-0113:45:320
[[] Pending Requast

—
D Rejactad Recast Showingitol of l entries
D Completed Request
Figure 14

Note: The pendency of the application request (RO - Reporting Officer, Organization Coordi-
nator) can be known from the status of the application.
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D. Steps to approve the request(s) submitted

1. Go to ‘Dashboards’ in the navigation panel and click ‘RO Panel’. (RO Panel is only available for the
reporting officer.)
(figure 15)

-
e-Forms | Support Companent / [E=Ra ]

(& o ) Jlue=c T % Incognito

& eforms.nic.in

&Forms = § b nshotxamar ()

&3 Doshboards . " A 7 ind cuthe e m Frort " = Gt it ition eyl s

* My Request

Total Pending Requests Total Completed Requests ()

Authentication Services
(1DaP) TOTAL REQUESTS

Distribution List Services

DNS Services s
; sl l_@gov) Show| 10 3 |entries Search:
IMAP/POP = =
g Applicant Submission g
App id p Status Date Actions 1
Details Type
alll ® Change Requests
VPN~ harpraveshg08i40i@govin Pending with User'O!’wllnE 2020-08-01 m
@ v service FORM202008010008 Coordinator RO:Online 14:58:52.0
Showing 1to1of 1 entries n

Figure 15

2. Under ‘Total Pending Requests’, click the down arrow next to ‘Actions’ button against the ap-
plication request id and click ‘Preview/Edit’ to preview the application form. (figure 16)

= i e R e
National Informatics Centre Ashok Kumar 0

NG AND SMS DIVISION

Total User Requests Total Pending Requests Total Completed Requests 0

7 preview [Edit  Step 2 |

General Filters TOTAL PENDING REQUESTS |

Apprave
Reject
Application Export All Track

D VPN Single Registration % Generate Form
Show| 1 % |entries Upload Multiple Docs

Status £, Download Muitiple Docs
Fi ded Request Applicant Submission Download Docs uploaded by user
D orwarded Reque: Appld Dpp " oo .
[] Pending Request atalls ype Raise/Respond to Query
3 VPN~ _ Pending with . 2020-08-01
Rejected Request harpravesh.gog140i@gov.in 9 User: Onli i
O FORM202008010008 pravesy @govin oo odalffo SR OO 1345320 oty A

Click to take appropriate actions

D Completed Request

showing I to 1 of 1 entries

Query Raise
Figure 16
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3. Verify the details in the pop-up window with respect to details mentioned in Section B point 2 and
click ‘Approve’.

(figure 17)

Superintendent

Organization Details

Organization Category Ministryforgunization o
Central Finance
Department/Division/Domain *
Department Of Revenue (CE\C)

Verify Details

VPN Details

IPType IP Address Application URL Destination Port ServerLocation

single 10194164131 https://eoffice2 cbic.gov.in 80,443 NDC Bhubaneswar

Remarks

FOR WebVPN ACCOUNT

Co-ordinator email

mgsherpa@govin

Step 3 Reject Raise/Respond to Query Close

Figure 17

4. In the pop-up box, choose ‘Proceed online’ and click ‘Continue’. (figure 18)

Preview for VPN-FORM202008010008

O e-Sign the document with Aadhaar?

(Delivery of e-sign with aadhuar depends on platforms outside contrel of NIC. In case of delay, you may choose to procoed onling
Without cadbacr)

@ Proceed online

Figure 18

5. Add remarks - ‘For WebVPN account to access eOffice’ and click ‘Approve’. (figure 19)

Approve Action for Reg No.- VPN-FORM202008010008

Add Remarks

For WebVPN account to access eOffice

Figure 19
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6. Click ‘Yes'. (igure 20)

Do you really wish to approve and forward this Request (VPN-FORM202008010008) ?

Note: Flease verify cradentials of the user before approving Request (VPN-FORM202008010008).

Figure 20

The application has been approved and forwarded to the respective Coordinator. (figure 21)

Application (VPN-FORM202008010008) Approved and Forwarded

successfully to the Coordinator ( mg.sherpa@gov.in ) !

Figure 21

The status has changed to ‘Pending with Coordinator’. (figure 22)

M A S
National Informatics Centre [l Hi. Ashok kumar |

G AND SMS DIVISION

Total User Requests Total Pending Requests Total Completed Requests (0

General Filters TOTAL PENDING REQUESTS

Application

D VPN Single Registration

Show| 1 % |entries Search:

Status
Forwarded Request Applicant Submission <
D i Appid DPP il Status - Date Actions 1
D Pending Request i ype
D Rejected Request VPN- harpravesh gOSI0I@govin Pending with User: Oniine 2020-08-01
FORM202008010008 Coordinator RO: Online 14:58:52.0
D Completed Request
. Showing 1to 1 of 1 entnes F n

Query Raise

Figure 22
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E. Steps to update ‘My Profile’ in ‘eforms.nic.in’

1. Login in ‘eforms.nic.in’ and click on your user name icon at top right corner of the screen. (figure

mama Ty g e B
5 ational Informatics Centre [Eatieis) Step 1 Harpravesh NA n
M SING AND SMS DIVISION 2
eForms
. i
VPN Details
Step 2
Type of User *
(s) NewRequest () Add toexisting (O Renew () surrender

SIGN QUT

Choose Coordinator * Choose State Co-ordinator®

O Organization Coordinator @ State Coordinator -SELECT- -

23)
Figure 23

2. Click ‘My Profile’. (igure 23)
3. Under ‘Personal Info’ tab, update your details (if complete details are not available). (figure 24)
4. Click ‘CONTINUE’. (figure 24)

el wrn e )

GING AND SMS DIVISION

User Profile

Entries marked with asterisk (*) are mandatory

Step 3 - Update details

Personal info Organizational Info

User Name * Employee Code

Harpravesh NA

Mobile * Email Address *
HOIXXXXKXXT40 harpravesh.g08140@gov.in
Telephone Number(o) Telephone Numl::erfR)
Designation * Enter Your Official Address *
TA CGST Sector 8
State where you are posted * District/City Name * Pin Code *
HARYANA v Panchkula L 134109

Figure 24

5. Under ‘Organizational Info’ tab, check your reporting officer email ID and update it. The re-
maining details of the reporting officer (such as name, phone number, etc. will be updated
automatically). (figure 25)
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Digitally signed by UDAY
BHASKAR K R

Step 6

e e R o e
National Informatics Centre

SSAGING AND SMS DIVISION

uUser Frotile

Entries marked with asterisk () are mandatery

Personal info

Organization Category *

Central v Finance

Reporting/Nodal/Forwarding Officer Email* B 3

Ministry/Organization *

ashokkglBBE0I@gov.in

Reporting/Nodal/Forwarding Officer Mabile ©
+IIXKXXXKXETE
Reporting/Nodal/Ferwarding Officer Designation *

Superintendent

Harpravesh NA n
|

Department/Division/Domain *

v Department Of Revenus (CBIC) v

Reporting/MNodal/Forwarding Officer Name *
Ashok Kumar
Reporting/Nodal/Forwarding Officer Telephone *

0172-2569798

| declare that my Reporting/Nodal/Forwarding Officer belongs to the same Ministry/Department from which i belong.

NOTE:

« If any "PSU/Ministry/Department” needs to be added, please send the details to eforms[at]nic[dot]in

Step 7 | SUBMIT

Figure 25

6. Select the declaration check box. (figure 25)
7. Click ‘Submit’ to update the details. (figure 25)

Date:Tue Aug 18 17:15:30 IST
2020
Reason: Approved

Page 15 of 15
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